
DlTe Stattlc AND CoNFlDENTIAI,try AGREr,trr,N t- (coN'r'tNt,ID)

ERIE I BOCES

Bll.t. oF RrcHTs FoR DATA SF:cURrry AND PRrvAcy

Erie I BOCES is committed to prDtecting the privacy and security o[ student, teacher, and principal data.
ln accordance with New York Fducstion l-8w $ 2d, the BC)CF,S wishes to inform thc community of the
following:

(l) A student's personslly identifiable information cannot be sold or released for any comrnercial
purposes.

(2) Psrcnis havc thc right to inspect ind rcview the completc conteflts oftheir child's educstion rccord.

(3) State and federal laws protect the confidcntialily of personally identifiable information, and
safeguards associared with industry standards and bcst practices. including but not limitcd to, e{cryplion,
firewalls, and password prot€ction. musl be in place when data is slored or transferred.

(4) A completc list ofsll srud€nl data clemcnts collcctcd by lhc State is available for public revieu
al httr,:/l$'N \t.n\ scd.sov,data-pri!'A$:!q!i!i!t/sl!!S$:44!L1!]J!_tl'-Dt, or by writing to lhe Office of
lnformukm & Rcponing Services. New York Slale F/ucation Depanment. Room 863 EBA, 89
Washington Avenue, Albany. New York 12234.

(5) Parcnts have the right to have complaints about possible breaches of studcnl dst8 addresscd.
Complains should be directcd in writing to the Chief Privacy Ofticcr, New York State F/ucalion
Depadment. t9 Washington Avenue, A lb y, New Yort 12234. Complsints may also be submiued using
the lbrm available al the following uebsite: http:,r! tylLltysgd.g(.,t i datq-pri\irc) -seruri,tyn:I'ltrtlrnllqpgf--
d isck)sur!.
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DATA SHARING AND CoNFIDENTIALTTY AGRf,EMENT (coNTINUED)

SUppLEMENTAL INFoRMATtoN ABoUT A CoNTRAcT
BerwpeN uranrlAND scHooL soLUTroNs AND ERrE I BOCES

Erie I BOCES has entered into a Contrsct with Heanland School Solutions which govems the availability
to Participating Educational Agencies ofthe following Product(s):

WebSMAR'I'I/Mosaic Cafeteria Management System

Pursurnt to this Corltract, Participating Educational Agencies (r.e., those educational agencies that arr
authorized to use the above Product(s) by purchasing certain sharcd technolos/ services and softwarc
through a Coop€rative Educational Services Agreement with Erie I BOCES) mav pmvide to Vendor, and
Vendor will receive, personally idenrifiable information about students, or teachers and principals. that is
protected by Section 2i ofthe New York State Education l,aw ("Protected Data"). Vendor has also entered
into a scparate Data SharinS and Confidentiality Agr€ement ("DSC Agreement") with Erie I BOCES
setling forth Vendor's obligations to protect the confidentialilv. privacy and security of Protected Data it
receives pursuant to the Contract.

Erclusive Purpose for which Protected Deta will be [Jsed: I'he exclusive pur;nse for which Vendor is
being provided access to the Prolected Data is to provide Participating Educational Agencies with thc
functionalitv ofthe Product(s) listed above. Vendor sgrees that it will not use the Protected Data for any
other purposes not explicitly authorized above or in the DSC Agreement. Protected Data received by
Vendor, or any of Vendor's subcontractoG. assignees, or other authorized agens, will not be sold, or
released or used for any commerciaI or marketing purposes.

Ovenighr of Subconlracton: ln the event that Vendor engages subcontractors, assignces, or olhcr
iuthorizrd agenls lo perform one or more of its otrligations under the Contract (including any hosting
service provider), it will require those to whom it discloses Protected Data to erecute legally binding
agrcements acknowledging iheir obtigation under Section 2d of the New York State Education Law to
comply with the same dala security and privacy slandards required of Vendor under the Contract snd
applicable state and federal law. Vendorwill ensure that such subcontractors. assignees, or other authoriz€d
agents abide by the provisions of these agreements by: [Subconlractors 8re an extension of our company
and are required to abide by the same policies and agreements.l

Durrtion of CoDtrsct snd Protected Drlr Upotr Erpiration:

. The Contract commences on April 1.2019. and renews annually.
o Upon expiration ot the Contract without renewal, or upon termination of the Contract prior to

expiration, Vendor will securely delete or other*'ise destroy any and all Prolected Data remaining
in the possession of Vendor or its assignees or subcontraclors or other authorized p€rsons or
entities to whom it has disclosed Protected Data. lf rcquested by Erie I BOCES and./or an-v

Participating Educalional Agency, Vendor will assist a Participaling Educational Agenc_r" in

exporting all Protected Data preyiously received back to the Panicipaling Educational Agency tbr
its own use, prior to deletion, in such formats as may be requested by lhe Panicipating Educational
Agencl.
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o ln the cvent the Contract is assigned to a successor Vendor (to the extent authorized hy the

Contract). the Vendor will cooperate 1+ith Erie I BOCES as necessary to transition Protected Dats

to the successor Vendor prior to delelion.
o Neither Vendor nor any of iLs subcontractors or other authorizcd persons or entities to whom it

has disclosed Pmtectcd Data will retain any Protected Data. copies, summaries or extracts of the

Protcctsd Dat8, or any de-identificd Protectcd Drl8, on any storsSe medium whatsoever. []pon
rcquesl. Vendor and/or its suhcontractors or other authorizrd p€rsons or entiti€s to whom it has

disclosed Protected Data. as applicable, will provide Erie I BOCFIS with a ccrtification from 8n

appropriate offrcer that lhese requirements have been satisfied in full.

Chslletrgltrg Accurrcy of Proteclcd Dets: l'arEnls or eligible students can challen8c the accuracy ofany
Protected Dala providcd by a Participaring Educational Agcncy lo Vcndor, by contacting the student's

district ofrcsidence regarding procedures for requesting amendmenl ofeducstion records under the Fomily
F/ucational Rights ald Privacy Act (FERPA). Teachers orprincipals may be able to challeng€ the ac.uracy
ofany APPR data provided to Vendor by following the appeal process in tieir employing school district's
applicable APPR Plan.

Drb Stor.ge end Sccurity Protcctlonr: Any Protacted Data Vcndor roceives will be stored on systems

maintained by Vendor, or by a subconttctor under the dircct control of Vendor, in a securc dau center

facility located within the United States. The measurcs that Vendor ryill take to protect Pmtect€d Data

inelude adoption of ter:hnologies, saf'eguards and practiccs that alitn with the NIS'| Cybersecurity
Framework and indusr,y- b€st practices including, bu1 not necessarily limitcd to, disk cncryption, filc
encryption, firewalls, and passwotd protection.

Encryptioa of Protectcd Drt : Vendor (or. ifapplicable, its subconractors) will protect Protected Data in
its custody from unauthorized disclosure while in motion or 8t res! using a technologr or methdology
spccifrcd by thc secretary ofthe U.S. Dcplnmenl of HHS in guidance issued under Seclion 13402(HX2) of
P.t.. I It-5.
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